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Introduction

En
Tradeoff: Min.R + Min.D + Max. A )
Our Aim: Find all achievable tuples (R, D, A) )
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Definitions

m A, B and &: three finite sets

B (A;,B;,E;);>: i.i.d random variables on A x B x £
with known joint distribution p(a, b, ¢)

B d: AxA— [0;dul: afinite distortion measure
An (n, R)-code for source coding in this setup is defined by

m An encoding function at Alice f : A* — {1,...,2"%}

m A decoding function at Bob g : {1,...,2"’} x B* — A"
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Definitions (cont.)

BH

A d(An A" < D

A" — Alice|

1
Eve — HA"|WE") > A
n
EH

Atuple (R,D,A) € R3 is achievable if,
for any € > 0, there exists an (n, R + ¢)-code (f, g) such that:

E[d(A" g(f(A"),B"))] < D+e

%H(A”V(A”),E”) > A-e
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Main Result

Theorem (Rate-Distortion-Equivocation Region)
(R,D, A) is achievable  i.f.f. there exist

m setsU,V
mrv.UonU,VonYy
m afunctionA:V x B— A

suchthat U —V —A — (B,E) form a Markov chain
> I(V;A|B)

D > E[d(A,A(V,B))]

>
A\

[H(AWB) +I(A; B|U) — I(A;E]U)L
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Main Result

Theorem (Rate-Distortion-Equivocation Region)
(R,D, A) is achievable  i.f.f. there exist

msetstd,V U]l < |AlI+2, VI < (Al +2) (Al + 1)
mrv.UonU,VonYy
m afunctionA:V x B— A

suchthat U —V —A — (B,E) form a Markov chain
> 1(V;AlB)
D > E[d(A,A(V,B))]

>
A\

[H(AWB) +I(A; B|U) — I(A;E]U)L
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Outline

Special Cases of Interest
m Lossless Secure Source Coding
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Lossless Secure Source Coding
Lossless Secure Source Coding (D = 0)

Corollary (Prabhakaran2007,Gunduz2008)
(R,0,A) is achievable i.f.f.  there exist
B asetU
marv.UonlU

such that U — A — (B,E) form a Markov chain
R > H(A|B)

A < 1(A;B|U)—I(A;E!U)]+

Set V = A in the main theorem
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Outline

Special Cases of Interest

m Bob Has Less Noisy Sl Than Eve
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2 e sl i 6 U 262
B is Less Noisy Than E

Assumption
I(U;B) > I(U;E) foreachrv. Us.t. U—A— (B,E)formaMC
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2 e sl i 6 U 262
B is Less Noisy Than E

Assumption
I(U;B) > I(U;E) foreachrv. Us.t. U—A— (B,E)formaMC

Corollary

(R,D, A) is achievable i.ff.  there exist
m arv.V onsome sety
m afunctionA:V x B — A

such that vV —A — (B, E) form a Markov chain
R I(V;A|B)
D > E[d(A,A(V,B))

A\

A < [H(A|VB)+I(A;B)—I(A;E)}

+
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2 e sl i 6 U 262
B is Less Noisy Than E

Corollary

(R,D, A) is achievable i.ff.  there exist
m arv.V onsome setV
m afunctionA:V xB— A

such that V — A — (B,E) form a Markov chain

R I(V;A|B)
D > E[d(A,A(V,B))]

A < [H(A|VB)+I(A;B)—I(A;E)}

Y

+

m Set U = cst in the main theorem
m Wyner-Ziv coding achieves the optimal performance
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Outline

Sketch of the Proof
m Achievability
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Achievability
Rate

U—-V —A— (B,E) form a Markov chain )

E a simple binning operation to transmit U
(message rp)
R, > I(U;A|B)

a Wyner—Ziv coding to transmit A with SI (U, B) at Bob
(message 1)
Ry > I(V;A|UB)

= Sufficient condition:

Ri+R, > I(V;AB)
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Achievability
Distortion at Bob

Bob can decode U" and V" from message (ri, r2) and S| B” )

E[d(A", g(f(A"),B"))] =~ —ZE Ai,gi(V", B"))]

= % ZE[d(Ai,A(Vi, Bi))]

= E[d(A,A(V,B))]
Sufficient condition:

D > E[d(A,A(V,B))]
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Achievabilty
Equivocation Rate at Eve

Eve receives messsage (r;, ) and S| E" ]

CHAANE) = o HAInrE")

H(A") — I(A"; 1 E") — I(A" rz\rlE")]

I
SI—=I =3~
1

—

v

(1041 < HEL < HO) H(A") — I(A"; UE") — H(rg)}

{iid. rv, nef1,..2®y} > H(A|UE) —

Sufficient condition:

A < [H(A|UE) R
+
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Achievability
Main Result

Theorem (Rate-Distortion-Equivocation Region)
(R,D, A) is achievable there exist

m setsU,V
mrv.UonU,VonYy
m afunctionA:V x B— A

suchthat U —V —A — (B,E) form a Markov chain
> I(V;A|B)

D > E[d(A,A(V,B))]

>
A\

[H(AWB) +I(A; B|U) — I(A;E]U)L
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Outline

Sketch of the Proof

m Converse
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Definitions

m An achievable tuple: (R, D, A)
m Transmitted message: W = f(A")

m Auxiliary random variables:

Ui = (W’ ?—H’Ei_l)
Vi = (WaAi_17Bi_laB?+1?Ei_1)

m U, —V;,—A; — (B;,E;) form a Markov chain
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Rate

nR > H(W)
= I(W;A"B"E")
> [(W;A"E"|B")

n
{chainrue} = > I(W;AE|A'B"ET)
i=1

n
= > I(WA™'B"'B},\E"";A;E|B;)
i=1

—I(A™'B'B! \ET AE|B:)

v

{indep. across time}

n
> I(Vi; AilB)
i=1
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Distortion at Bob

m Bob reconstructs g(W, B")
mV,= (WA B B! ET

Ai(Vj,Bi) = gi(W-/Bi_]aBiaB?«H)
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Distortion at Bob

m Bob reconstructs g(W, B")

mV, = (WA~ g1 pr

1+17Ei71)

Ai(Vi,B;) & gi(W,B~',B;, Bl ))
Component-wise mean distortion:
E|d(a", g(f(a"),B")| = {jE[ (A Ai(V;, By))

D

IA
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Equivocation Rate at Eve

HA'\WE") = H(A"|W)—I(A";E"|W)
{(W—A"—(B"E")} = HA"\WB")+I(A";B") — I(W;B") — I(A";E") + I(W;E")
{chainrule} = Y H(A|WA™'B") + I(A; B)) — I(A E:)
=S
—I(WB},\;B)) + I(WE ™" E))
n . .
{Csiszar-Korner} = " H(A|WA™'Bi_\BiB}, E™") + I(A;; B) — I(A; Ey)

i=1
+1(Ei; WB! L E™") — I(Bi; WBl ET ")

{Ui— A — (BLE)} = Y H(AViB) + I(A; Bi|U:) — I(Ai; Ei|Uy)

=
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Main Result

Theorem (Rate-Distortion-Equivocation Region)
(R,D, A) is achievable there exist

m setsU,V
mrv.UonU,VonYy
m afunctionA:V x B— A

suchthat U —V —A — (B,E) form a Markov chain
> I(V;A|B)

D > E[d(A,A(V,B))]

>
A\

[H(AWB) +I(A; B|U) — I(A;E]U)L
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Outline

Definitions and Main Result

Special Cases of Interest
m Lossless Secure Source Coding
m Bob Has Less Noisy Sl Than Eve

Sketch of the Proof
m Achievability
m Converse

Application Example
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Application Example

Binary Source with BEC and BSC Side Informations

E 1-p A 1—¢ B
&
>< /6
1 1 1
1—p 1—¢

24/29
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Binary Source with BEC and BSC Side Informations

E 1-p A 1—¢ B
&
>< /6
1 1 1
1—p 1—¢

Neither Bob nor Eve is a lessnoisy decoder for all values of (p, ¢):

0 2p 4p(1 —p) h(p) 1 ¢
E stoch. degr. B less noisy B more capable X
A—B—E U—A—(B,E)= I(A;B) > I(A;E)

I[(U;B) > I(U;E)
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Binary Source with BEC and BSC Side Informations

E 1-p A 1—¢ B
13
>< /6
1 1 1
1—p 1—¢

Neither Bob nor Eve is a lessnoisy decoder for all values of (p, ¢):

0 2p 4p(1 - p) h(p) 1 ¢
E stoch. degr. B less noisy B more capable X
Wyner-Ziv is optimal Wyner-Ziv is insufficient
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Binary Source with BEC and BSC Side Informations

0 0
s
e
€
1—p 1—¢

m distortion d: Hamming distance

m source A: uniformly distributed
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Main Result

Theorem (Rate-Distortion-Equivocation Region)
(R,D, A) is achievable  i.f.f. there exist

msetsid,V  |[U| <Al +2, V]| < (IA]+2)([All + 1)
mrv.UonU,VonYy
m afunctionA:V x B— A

suchthat U —V —A — (B,E) form a Markov chain
> 1(V;AlB)
D > E[d(A,A(V,B))]

>
A\

[H(AWB) +I(A; B|U) — I(A;E]U)L
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Main Result

Theorem (Rate-Distortion-Equivocation Region)
(R,D, A) is achievable  i.f.f. there exist

m setsU,V Ul <4, V|| <12
mrv.UonU,VonYy
m afunctionA:V x B— A

suchthat U —V —A — (B,E) form a Markov chain
> I(V;A|B)

D > E[d(A,A(V,B))]

>
A\

[H(AWB) +I(A; B|U) — I(A;E]U)L
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Rate-Distortion-Equivocation Region
Proposition
(R,D, A) is achievable i.Lf.
there exist o, 8 € [0, 1/2] such that

R > 5(1 - hZ(a)) )
D > ca,
A < [ehz(a) + (1 —¢e)ho(axB) — h(p*ax*f) +h2(P)}

N 2

v

maxb=a(l—>b)+ (1l —a)b

m o (x) = —xlogy(x) — (1 — x)logy(1 — x)

Allerton 2010 Secure Lossy Source Coding with Sl at the Decoders
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Rate-Distortion-Equivocation Region
Proposition
(R,D, A) is achievable i.Lf.
there exist o, 8 € [0, 1/2] such that

R > e(l—1x(a)),
D > ca
A [ehz +(1—¢)m(a*xp)— hZ(P*a*ﬁ)‘i‘hZ(P)Lr

U 1-5 V. 1 A
1 1 1
1-p l1—«
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lllustration

optimal U, V| :
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Equivocation rate at Eve A as a function of the distortion at Bob D
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Summary and Discussion

m Complete single-letter characterization of the
rate-distortion-equivocation region

m Binary sources with BEC and BSC Side Informations

Future work:
m Vector Gaussian sources and side informations

m Rate-distortion-distortion region
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Thank you for your attention.
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Outline

Appendix
m Eve Has Less Noisy S| Than Bob
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Eve Has Less Nolsy 81 Than Bob
E is Less Noisy Than B

Corollary

(R,D, A) is achievable i.ff.  there exist
m arv.V onsome setV
m afunctionA:V xB— A

such that V — A — (B,E) form a Markov chain

R
D
A

Y

I(V;A|B)
E[d(A,A(V,B))]
H(A|VE)

v

IA
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Eve Has Less Nolsy 81 Than Bob
E is Less Noisy Than B

Corollary

(R,D, A) is achievable i.ff.  there exist
m arv.V onsome setV
m afunctionA:V xB— A

such that V — A — (B,E) form a Markov chain
R 1(V;A|B)
D Eld(A,A(V,B))]
A < H(A|VE)

Y

v

m Set U = V in the main theorem
m Wyner-Ziv coding achieves the optimal performance
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Outline

Appendix

m Proof of Achievability

Allerton 2010 Secure Lossy Source Coding with Sl at the Decoders



Codebook generation

E a simple binning operation to transmit U
a Wyner—Ziv coding to transmit A with Sl (U, B) at Bob
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Codebook generation

E a simple binning operation to transmit U
a Wyner—Ziv coding to transmit A with Sl (U, B) at Bob

m randomly pick 2"5' sequences u"(s;) from T"(U)

m divide them into 2" equal-size bins {Bi(r1)}, c(1, omy

Then, for each codeword " (s;),
m randomly pick 2"%> sequences V" (s, s2) from T2 (V|u"(s1))

m divide them into 2" equal-size bins {Ba(s1,72)},,c(1... 2%y
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Proof of Achievabilty
Encoding

E a simple binning operation to transmit U
a Wyner—Ziv coding to transmit A with S| (U, B) at Bob

Sequence A" is produced at Alice
m look for a codeword u”(s;) s.t. (u"(s1),A") € T*(U,A)
— bin B (7‘1)

m look for a codeword v'(s1,s2) S.t. (V'(s2),A") € TV, Alu"(s1))
— bin Bz(sl, 7”2)

m send the message f(A") £ (r, r2)
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. -3 Proo of Achievabilty
Encoding

E a simple binning operation to transmit U
a Wyner—Ziv coding to transmit A with S| (U, B) at Bob

Sequence A" is produced at Alice

m look for a codeword u”(s;) s.t. (u"(s1),A") € T*(U,A)
— binBl(rl) Sl>I(U;A)

m look for a codeword v'(s1,s2) S.t. (V'(s2),A") € TV, Alu"(s1))
— bin Ba(s1, ) 52> 1(V;AU)|

m send the message f(A") £ (r, r2)
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Proof of Achievabilty
Decoding

E a simple binning operation to transmit U
a Wyner—Ziv coding to transmit A with S| (U, B) at Bob

Bob receives (r, ;) from Alice and his S| sequence B"

m look for the unique codeword " (s1) € B;(ry) s.t.

(u(s1), B") € T¢ (U, B)

m look for the unique codeword v*(sy,s2) € Ba(s1,72) S.t.

(V*(s1,82),B") € T*(V,Blu"(s1))
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Proof of Achievabilty
Decoding

E a simple binning operation to transmit U
a Wyner—Ziv coding to transmit A with S| (U, B) at Bob

Bob receives (r, ;) from Alice and his S| sequence B"

m look for the unique codeword " (s1) € B;(ry) s.t.

(u"(s1),B") € T"(U, B) |S1 — Ry < I(U;B)]|

m look for the unique codeword v*(sy,s2) € Ba(s1,72) S.t.

(V'(s1,52), B") € TA(V, Blu"(s1)) | S2— Ry < I(V; B|U)]
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Proof of Achievability
Rate

Markov Chain U -V —A — (B,E)

Encoding and decoding constraints:

S > I(U;A)
S, > I(V;A|U)
S —R < I(U;B)
S, — Ry < I(V;B|U)
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Proof of Achievability
Rate

Markov Chain U -V —A — (B,E)

Encoding and decoding constraints:

Ri > I(U;A|B)
R, > I(V;A|UB)

Allerton 2010 Secure Lossy Source Coding with Sl at the Decoders



Proof of Achievability
Rate

Markov Chain U -V —A — (B,E)

Encoding and decoding constraints:

Ri > I(U;A|B)
R, > I(V;A|UB)

Sufficient condition:

R+ R, > I(V;A|B)
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Outline

Appendix

m Proof of Converse

Allerton 2010 Secure Lossy Source Coding with Sl at the Decoders



Proof of Converse
Definition of New Random Variables

1’1
R > - I(Vi; Ai|Bi
> S uviaim)

D > 72}3[ (A, Ai v,,B))]

>
IN

% Z H(Ai|V:B;) + I(Ai; B|U;) — I(A; Ei|U))

i=1
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Proof of Converse
Definition of New Random Variables

1/1
R > = IV[;A,'B,'
> L S HVsAlR)

p > Ly mlaa.dv.n)

i=1

% > H(AIViB)) + I(Ai; B|U;) — I(As; E||U;)

i=1

>
IN

Define:
m an independent r.v. Q unif. distributed over {1,... n}
IA:AQ, B:BQ, EZEQ, U:(Q,UQ), V:(Q,VQ)
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Proof of Converse
Definition of New Random Variables

1/1
R > = IV[;A,'B,'
> L S HVsAlR)

p > Ly mlaa.dv.n)

i=1

% > H(AIViB)) + I(Ai; B|U;) — I(As; E||U;)

i=1

>
IN

Define:
m an independent r.v. Q unif. distributed over {1,... n}
IA:AQ, B:BQ, EZEQ, U:(Q,UQ), V:(Q,VQ)

Then:
m U—-V—A—(B,E)forma Markov chain
. (A7B7E) Np(a7b’e)
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Proof of Converse
Rate

1 n
= EI(Vi;AJBi)
=

1 n
= - > 1(Vo;Ag|Bo, Q = i)
i=1

= 1(Vp;Ag|Bg, Q)
= 1(QVp;Ap|Bo)

— I(V;A|B)
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Proof of Converse
Distortion at Bob

D > % En:]E [d(Ai,Ai(Vi,Bi))]
i=1

— ;iE[d(AQAQ(VQ’BQ)) ‘ Q= l}
.

— E[d(Ag.Ag(Vo,Bo)
— E[d4.A(v.5)]
where

A(V,B) = A(Q, Vg, Bo) & Ao(Vo, Bg)
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e Ge i
Equivocation Level at Eve

1 n
- > H(A|ViB:) + I(Ai; Bi|U;) — 1(Ai; Ei|Uy)
i=1

A

IA

1 n
= -~ H(Ag|VoBo, 0 =)
i=1
+1(Ag; Bo|Ug, @ = i) — I(Ag; Eg|Ug, Q = i)

= H(Ag|VoBg, Q) +1(Ag; Bo|Ug, Q) — I(Ag; Eg|Ug, Q)

= H(A|VB) + I(A; B|U) — I(A; E|U)
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Outline

Appendix

m Cardinality Bounds
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Cardinality Bounds

R > H(A|B) — H(AB|V) + H(B|V)
D > E[d(A,A(V,B))]
< |H(@ABIV) — H(BIV) +1(4; BIU) ~ (A E|U)]

Follow standard arguments':
m identify continuous functions of prob. distributions

m use Fenchel-Eggleston-Carathéodory’s theorem
to define new admissible random variables

'[A. El Gamal and Y.-H. Kim. Lecture Notes on Netw IT. arXiv:1001.3404]
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Cardinality Bounds (cont.)

||Al| 4 2 continuous functions of p(v|u):
p(alu) = E[p(a|V)|U = u]
H(AB|V,U =u) — H(B|V,U = u) = H(VAB|U = u) — H(VB|U = u)
E[d(A,A(V,B))|U = u]
I(A;B|U = u) — I(A; E|U = u)
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Cardinality Bounds (cont.)

||Al| 4 2 continuous functions of p(v|u):
p(alu) = E[p(a|V)|U = u]
H(AB|V,U =u) — H(B|V,U = u) = H(VAB|U = u) — H(VB|U = u)
E[d(A,A(V,B))|U = u]
I(A;B|U = u) — I(A; E|U = u)

Fenchel-Eggleston-Carathéodory’s theorem = there exist:
m asetU with ||| < [|A]| +2

marv. U onlU' st p(a), HAB|V) — H(B|V), E[d(A,A(V,B))|
and I(A; B|U) — I(A; E|U) are preserved
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Cardinality Bounds (cont.)

For each u’ € U/, || A|| + 1 continuous functions of p(alu/,v):

p(alu’,v)
HAB|U' =u',V=v)—HB|U =u',V =)
E[d(A,A(V,B)|U' = u,V =]
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Cardinality Bounds (cont.)

For each u’ € U/, || A|| + 1 continuous functions of p(alu/,v):
plalu’,v)
HAB|U' =u',V=v)—HB|U =u',V =)
E[d(A,A(V,B)|U' = u,V =]

Fenchel-Eggleston-Carathéodory’s theorem = there exist:
m aset V' with |V/|| < ||A]| + 1
m foreachu’ ed', arv.V{U =4} on )/
afunction A/, : V' x B — A

s.t. p(a|u), HAB|U' = u/,V) — H(B|U' =/, V) and
E[d(A,A(V,B))|U" = u'] are preserved.
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Cardinality Bounds (cont.)

msetV' =U' xV
m random variable V"' = (U’, V')
mfun. A7 V" x B— Aby A"(v",b) = A"(u,V,b) 2 AV, b)

U — V" —A— (B,E) form a Markov chain
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Cardinality Bounds (cont.)

msetV' =U' xV
m random variable V"' = (U’, V')
mfun. A7 V" x B— Aby A"(v",b) = A"(u,V,b) 2 AV, b)

U — V" —A— (B,E) form a Markov chain

H(AB|V") — H(B|V") = H(AB|U',V') —H(B|U', V')
— H(AB|U',V)—H(B|U',V)
— H(AB|V) — H(B|V)
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Cardinality Bounds (cont.)

msetV' =U' xV
m random variable V"' = (U’, V')
mfun. A7 V" x B— Aby A"(v",b) = A"(u,V,b) 2 AV, b)

U — V" —A— (B,E) form a Markov chain
H(AB|V") — H(B|V") = H(AB|V) — H(B|V)

E[d(4,A"(V",B))] = E[d(A,Ay/(V',B))]
E[E[d(4, 47, (v, B)|U] |
— E[E[d(4,A(v,B)|U]]
E[d(A,A(V,B))]
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Cardinality Bounds (cont.)

mset V' =U'xV' V"] < (Al +2)([lA]l + 1)
m random variable V"' = (U’, V')
mfun. A7 V" x B— Aby A"(v",b) = A"(u,V,b) 2 AV, b)

U — V" —A— (B,E) form a Markov chain
H(AB|V") — H(B|V") = H(AB|V) — H(B|V)

E[d(A,A"(V" B))] = E[d(A,A(V,B))]
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